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Introduction

Audience

Definitions

Under the provisions of the Information ResourceanBfjement Ac
information resources are strategic assets of thte ®f Texaghat must b
managed as valuable state resources. Thus thig/pslestablished to achie
the following:

* To ensure compliance with applicable statutes, latigns, and mandat
regarding the management of information resources.

* To establish prudeénand acceptable practices regarding the use ¢
internet.

* To educate individuals who may use the internet,iitranet, or both wi
respect to their responsibilities associated withsuse.

The TSSWCB Internet Use Policy applies equally ftaralividuals grante
access to any TSSWCB Information Resource withctigacity to access 1
internet, the intranet, or both.

Information Resources (IR): any and all computer printouts, lime displa
devices, magnetic storage media, and all compatated activities involvin
any device capable of receiving email, browsing Véitles, or otherwis
capable of receiving, storing, managing, or tramsmg electronic da
including, but notlimited to, mainframes, servers, personal compy
notebook computers, hamid computers, personal digital assistant (P
pagers, distributed processing systems, networkclatd and compui
controlled medical and laboratory equipment (i.eabeddedtechnology,
telecommunication resources, network environmentslephones, fe
machines, printers and service bureaus. Additignilis the procedure
equipment, facilities, software, and data thatdesigned, built, operated, ¢
maintained to @ate, collect, record, process, store, retrieveplay, an
transmit information.

Information Resources Manager (IRM): Responsible to the State Béxa:
for management of the agency’s information resauréte designation of
agercy information resources manager is intended toabdish cles
accountability for setting policy for informationesources managem
activities, provide for greater coordination of thete agency's informati
activities, and ensure greater visibility such activities within and betwe
state agencies. THBM has been given the authority and the accoulitiabiy
the State ofTexas to implement Security Policies, Proceduresmctiee
Standards, and Guidelines to protect the Imftion Resources of the agel
If an agency does not designate &M, the title defaults to the agenc
Executive Director, and the Executive Director ésgonsible for adhering
the duties and requirements of an IRM.
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Definitions, continued Information Security Officer (1SO): Responsible to executive manager

Ownership

Privacy

for administering the information security functiomwithin the agency. TI
ISO is the agency’s internal and external pointafitact for all informatio
security matters.

User: An individual, automated application or processt tisaauthorized 1
access the resource by the owner, in accordantetingt owner’s procedur
and rules.

Internet: A global system interconnecting computersl @omputer network
The computers and networks are owned separatetyHmyst of organizatior
government agencies, companies, and colleges. Iffthenet is the prese
“information super highway.”

Intranet: A private network for communications and shg of informatiot
that, like the Internet, is based ®@P/IP, but is accessible only to author
users within an organization. An organization'tranet is usually protect
from external access by a firewall.

World Wide Web: A system ofInternet hosts that supports docum
formatted in HTML (HyperText Markup Language) whiclntain links t
other documents (hyperlinks) and to audio, videw graphic images. Usi
can access the Web with special applications cablemwvsers, such
Netscape, Navigator, and Microsoft Internet Explore

Vendor: someone who exchanges goods or services for money

Electronic files created, sent, received,stored on computers owned, le:
administered, or otherwise under the custody amdralbof the TSSWCB a
the property of the TSSWCB.

Electronic files created, sent, received, or stooadinformation Resourc
owned, leased, administeremt, otherwise under the custody and control o
TSSWCB are not private and may be accessed by TESWS employees
any time without knowledge of the Information Res®s user or ownt
Electronic file content may be accessed by appatppersonsl in accordanc
with the provisions and safeguards provided inTiaeas Administrative Col
202, Information Resource Standards.
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Internet and I ntranet
Usage Policy

Incidental Use

Software for browsing the Internet is provided tathmrized users fi
business and research use only.

All software used to access the Internet must e glathe TSSWCI
standard software suite or approved by the 1SO.is Boftware mu:
incorporate all vendor provided security patches.

All sites accessed must comply with the TSSWCB Atasle Us
Policies.

All user activity on TSSWCB Information Resourcesets is subject
logging and review.

Content on all TSSWCB Web sites must comply witle TSSWCI
Acceptable Use Policies.

No offensive or harassing material may be madelablai via TSSWCI
Web sites.

No personal commercial advertising may be maddabiaivia TSSWCI
Web sites.

TSSWCB internet access may not be used for persgaal or non
TSSWCB personal solicitations.

No TSSWCB data will be made available via TSSWCH\&ftes withot
ensuring that the material is available to onlyhatized individuals ¢
groups.

All sensitive TSSWCB material transmitted over exé netwok must b
encrypted.

Electronic files are subject to the same recortentm®n rules that apply
other documents and must be retained in accordaitbedepartment:
records retention schedules.

Incidental personal use of Internet access is icestr to TSSWCI
approved users.

Incidental use must not result in direct costh®TSSWCB.

Incidental use must not interfere with the normarfgrmance of ¢
employee’s work duties.

No files or documents may be sent or received that may caus®
liability for, or embarrassment to, the TSSWCB.

Storage of personal files and documents withintB8WCB's Informatio
Resources should be nominal, and not be included files backed v
using TSSWCB systems..

All files and documents — including personal filsd documents -are
owned by the TSSWCB, may be subject to open reqeqisests, and m
be accessed in accordance with this policy.
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Disciplinary Actions Violation of this policy may radt in disciplinary action which may inclu

Supporting
Infor mation

Reference#

3

16

termination for employees and temporaries; a temtion of employmel
relations in the case of contractors or consultaditamissal for interns al
volunteers; or suspension or expulsion in the adsz studet. Additionally
individuals are subject to loss of TSSWCB InforroatiResources acci
privileges, civil, and criminal prosecution.

This Security Policy is supported by the following Security Policy
Standards.

Policy Standard detail

All personnel are responsible for managing ther IR and are accounta
for their actions relating to IR security. Persdrare also equally responsi
for reporting any suspected or confirmed violatiarfs this policy to the
appropriate management.

The use of IR must be for officially authorized imess purposes only. Thert
no guarantee of personal privacy or access to galh as, but not limited
email, Web browsing, and other electronic disausgools. The use of the
electronic communications tools may be monitoredfuifill complaint ol
investigation requirements. Departments responsfble the custody ar
operation of computers (custodian departments) bealesponsible for prog
auttorization of IR utilization, the establishment dfieetive use, and reportil
of performance to management.

Any data used in an IR system must be kept cortialeand secure by tl
user. The fact that the data may be stored eléctiby does not chage thi
requirement to keep the information confidentiad aacure. Rather, the type
information or the information itself is the basis determining whether tl
data must be kept confidential and secure. Furtbiiifi this data is stored ir
paperor electronic format, or if the data is copiedinfed, or electronical
transmitted the data must still be protected asidential and secured.

Custodian departments must provide adequate aamedsols in order 1
monitor systems to protect daand programs from misuse in accordance
the needs defined by owner departments. Accessheystoperly documente
authorized and controlled.
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References Copyright Act of 1976
Foreign Corrupt Practices Act of 1977
Computer Fraud and Abuse Act of 1986
Computer Security Act of 1987
The Health Insurance Portability and Accountabiitt of 1996 (HIPAA)
The State of Texas Information Act
Texas Government Code, Section 441
Texas Administrative Code, Chapter 202
IRM Act, 2054.075(b)
The State of Texas Penal Code, Chapters 33 and 33A
DIR Practices for Protecting Information Resourkssets
DIR Standards Review and Recommendations Publitatio
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